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2017 AUDIT PLANS: 
TOP RISK CONSIDERATIONS

Feat u re

What’s in your plan?

At the end of each year a Chief Audit Executive’s (CAE’s) 

concerns turn to next year’s audit plan and the audits 

that should be included in that plan.   

The planning process is usually designed as a compre- 

hensive approach to identify where internal audit resources 

can provide the most value to the organization. It will 

demonstrate support of governance and management, 

coordination with other “risk stewards” like compliance and 

information security, and complement the work of the  

public accounting firm so as to avoid duplicate efforts.

The assessment of the organization’s risk includes requests 

for audits of certain areas along with other information 

provided by management. The concerns of outside agencies 

such as the OIG as well as environmental scans from the 

industry press are other sources of potential audits to include 

in the annual plan. Lastly, matters internal audit colleagues 

across the country are concerned with represent further 

sources of risks to consider.

Digital Insights has asked leaders from several internal audit 
functions to share risk areas that will be in their annual audit 
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plans for 2017. You may want to consider some of these 
issues for your audit plan this year or next.

Cybersecurity
It probably does not come as a surprise that cybersecurity 
sits atop everyone’s list, including: 

   1.  Cybersecurity improvement road map progress

   2.  Data security

   3.  Data warehousing

  4.  Retention and disposal

  5.  Third party access control and business  
       associate agreements

  6.  Business continuity and disaster management,  
       including backup and recovery

  7.  Incident identification and management response

  8.  Penetration testing

  9.  Electronic health record (EHR) security

10.  Patch management 

 11.  Information governance 

 12.  Change management

System implementations
Within system implementation efforts, two organizations 
mentioned conversion of human resource, EHR and revenue 
cycle systems.

Revenue cycle
In the revenue cycle arena, audits are planned for:

  1.  Point of service (POS) collections

  2.  Financial assistance programs

  3.  501(r) compliance

  4.  Charge capture (standardization and centralization)

5.  Lines of service

6.  Self-pay billing to single statement for physician  
     and facility services

7.  Accounts receivable valuation

Professional services
The following audits will be performed relating to physicians:

•   Provider service agreements

•   Employed physician compensation model changes

•   Physician payment compensation

•   Mid-level provider arrangements and billing

Other
Lastly, CAEs are planning to perform the following audits that 
address specific organizational needs:

1.  Mergers and acquisitions

2.  Contract management

3.  Brand and reputation risk

4.  Patient safety

5.  Health plan

6.  Enterprise risk assessment

7.  Controlled substances/diversions/waste stream

8.  Payroll—new overtime regulation compliance 

9.  Contractor billings for high-dollar construction projects 

Summary
An observation one could take from the 2017 audit  
plans is the variety of risks that are being addressed.  
The operational complexities and extensive regulations 
affecting today’s healthcare organizations require broad-
based audit plans. The continued digital transformation of 
healthcare also mandates more attention on information 
technology, particularly cybersecurity risks. DI
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“Every day brings new choices.”  
- Martha Beck


