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What’s next after Y2K?

HIPAA
Welcome to this issue of Letters to the Auditor where we

answeryour questions about new and emerging topics
on the healthcare and audit horizon. In this issue we

look at a new challenge-HIPAA.

Dear Letters to the Auditor,
Now that Y2K is done and gone, what is this new challenge called
HIPAA? My external auditors tell me that this is going to be just as
bad, if not worse, than Y2K? I@d  this a little hard to believe. Tell
me what you know what you think about it.
Signed,
Y; A. Hughenkvie

Dear Y.A. Hughenkrie,
You’re right. No sooner was Y2K put to bed than the Health
Insurance Portability and Accountability Act (HIPAA) raised its
head. Of course, the only people we’ve heard this from so far are
accountants and lawyers, so naturally, it makes us all a bit suspicious.
Unfortunately, from everything I’ve read, this is not an obscure
distraction. Congress and the Federal government have enacted
some new restrictions and requirements on American business,
especially the healthcare industry, and they are formidable.

In the January issue of Crain’s Chicago Business, there was an
article titled, “Why Some Y2K Departments Are Still Active.” It
discusses why some businesses are keeping these departments
intact to help their organizations stay technologically current. The
article states that, “Y2K may also have helped reduce the headaches
hospitals and healthcare companies will face over the next two
years as they scramble to comply with the Government’s Health
Insurance Portability and Accountability Act (HIPAA).” A partner
with a public accounting firm said, “Many healthcare companies
could convert their Y2K project offices into HIPAA compliance
offtces because a lot of the same processes for changing and
updating systems apply.”

I am sure that the multidisciplinary approaches that were so
successful with coordinating Y2K projects will also prove effective
in addressing the challenges presented by HIPAA but I still can’t
see the same breadth of potential threats to an organization that

Y2K presented. Depending upon the sophistication of the
healthcare organization, HIPAA requirements may be simply
challenging or they may be overwhelming. To provide you with a
snapshot of what HIPAA is about, here are the top six things about
HIPAA that you should tell your chief executive officer and audit
committee chairperson.

1. What is HIPAA?
Congress passed this legislation in 1996 to standardize patient
information, and ensure privacy and confidentiality of medical
records. For the first time, there is a governmental mandate on
information security requirements. HIPAA includes extensive
confidentiality and regulations for data security. HIPAA also
requires healthcare organizations to implement new forms, formats,
and standards for transmitting patient information.

HIPAA is comprised  of five sections: Health insurance access,
portability and renewal; Preventing healthcare fraud and abuse;
Tax related issues; Group health plan requirements; and Revenue
offsets. The most relevant section of HIPAA that relates to hospitals
is the one concerning healthcare fraud and abuse. This sets out
very specific requirements and standards for information systems.

Many hospitals across the country may need to make significant
changes to their security policies and procedures, security tools,
and communications standards. Some industry specialists have
estimated that implementing HIPAA standards may cost healthcare
organizations 2.5 times more than their Y2K projects.

2. Does HIPAA cover my organization?
HIPAA applies to hospitals and healthcare providers, pharmacies,
health plans, payors, etc. that handle “covered” patient information.
Although these regulations apply only to patient specific
information submitted or stored electronically, it’s probably best to
treat all information (electronic or paper) in the same manner. This
also extends to your business partners, (auditors, consultants, and
lawyers) who may come into contact with patient information.
Contracts called “chain of trust” agreements must be developed to
ensure that this information remains confidential.
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3. When does HIPAA become effective?
What happens if you don’t comply?

Final regulations are expected this summer. However, it is commonly
thought that the draft requirements will not change. The tentative
date for mandatory compliance for most standards is July of 2002.
HIPAA is not to be treated lightly. Your organization could face
fines from $100 to $250,000 for each instance and a maximum of 10
years imprisonment for breech of patient confidentiality. HHS is
planning new agencies to enforce these regulations.

4. What is mandated by HIPAA?
HIPAA requires:
Electronic transaction standards. These will replace the many claim
forms that are currently used. A limited number of standard forms
are mandated. Transaction standards will apply to claims, payments,
remittances, enrollment in plans, eligibility, referrals, etc. If you use
vendor-provided software, your vendors will (hopefully) be
providing these changes as part of their normal maintenance
agreement. I have heard that some major software vendors are
already working to understand and adapt to these requirements.
An important first step for your organization is to get in contact
with your billing software provider to see how hip they are with
HIPAA.

Unique health identifiers/standard code sets. There will be
requirements for identifier standards for employers, health plans,
national health plans, and national health providers. A national
identifier for individuals is also planned and this should promise to
be hot potato. HIPAA will also require code set standards for ICD-
9, CPT, and HCPCS codes, etc.

Privacy legislation: policies and procedures. HIPAA will require
policies for using and disclosing health information, notices to the
patient of anticipated use of information, and inspection/copying/
corrections to medical records. The “chain of trust” agreements are
also required in these policies. There will be a need for a chief
privacy official. Will this be a CPO? This person will be responsible
for the development of policies and procedures, enforcement, and
training. Corporate compliance officers will have to work out how
these policies and enforcement oficers  fit into their overall corporate
compliance programs.

5. Why is HIPAA good for internal auditing?
Another section of HIPAA mandates include:

Information systems security requirements. There are a myriad of
information systems security requirements that HIPAA requires. In
the past we talked about best practices and effective controls for
information systems and security. In the future, we will be talking
about HIPAA-mandated legislation for security and control. For
the first time, the Federal government will be legislating the
presence, development, and continuous monitoring of compliance
with these information security controls.

In the past, it was injudicious not to have strong and effective
internal controls in your information systems environment. In the
future your organization could be held liable for losses or disclosures
that result from inadequate information security practices and
controls with HIPAA-mandated requirements resulting in fines

and sanctions. From this perspective, HIPAA helps our internal
audit control objectives. We can state that, not only is it ineffective
business practice, but it may be illegal under HIPAA. From this
perspective HIPAA could be the healthcare auditor’s friend.

HIPAA will mandate a number of security mechanisms and
safeguards over data transmission including: access control, audit
trails, encryption of data, and entity authentication. Required
safeguards may include assignment of security access, media
controls, physical access controls, and workstation security. Other
requirements may include formal contingency plans for specific
functions and applications, workstation access security, automatic
log-off for workstations, virus protection, and password
management. HIPAA will also help our industry define new
standards for electronic signatures including the use of digital
signatures and encryption standards.

6. What are hospitals doing about HIPAA?
Maybe the answer lies in what hospitals are not doing. HIPAA
legislation has been issued for public commentary. The Department
of Health and Human Services has, to-date, received an estimated
50,000 comments and questions in regards to HIPAA legislation.
After this comment period, the final regulations will be issued and
then pass into law. The bad news is that not many of the comments
received to-date have been from hospitals. Possibly, Y2K has drawn
hospitals’ attention and they haven’t had time to focus on this. Our
industry runs a risk of not providing the proper input to this
legislation if we don’t start offering our comments and suggestions.

Most hospitals are at least talking about it. There are varying
organizational approaches. For some organizations it is an
information system’s initiative with input from clinical and
administrative areas. Some organizations have used consultants to
provide a benchmark assessment then provide a structured
organizational process. Other organizations are taking a clinical
and medical records perspective with patient privacy and
confidentiality issues as their early areas of emphasis.

Regardless of the organizational approach, a multi-disciplinary
task force approach should be considered by all organizations.
HIPAA, like Y2K, covers a diverse group of departments within
your organizations. Suggested membership in your organization
might include medical records, information systems, legal, human
resources, medical and clinical staff, billing personnel, patient care/
nursing and, of course, internal audit.

At this point, as your organization’s auditor, you should make
sure that your management and board are aware of HIPAA and its
implications. Encourage them to make plans for this change and to
communicate their perspectives during this commentary period.
You might also consider a review of your Information Systems
General and Security controls for a pre-HIPAA  asscssmcnt.

John Landreth, CPA is Director- qf Internal Audit at
Northwestern Memorial Hospital, Chicago, Ill. Send questiorls
to Letters to the Auditor c/o John Landveth, Northwestern
Memoviul Hospitul,  259 E. Erie, Suite 447, Chicago, Illinois
606/O;,fax  (312) 926-3175;  phone (312) 926-2944; e-mail
jlaridt”et@nmh.ot”g.

Editors Note: Letters to the Auditor is modeled after an advice column
with auditors (or somctimcs  Landreth himself) asking the questions.
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